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Test-Time Adaptation (TTA)

TTA methods aims to adapt a pre-trained model to a test domain.
The major advantage of TTA stems from leveraging test-statistics
by re-estimating statistics using test batch.

setting source data target data train loss test loss
fine-tuning - z®, yt L(z*,y*) -
domain adaptation T " L(z®,y®) + L(z°, %) -
fully test-time adaptation - rt - L(z?)
Error (%)

Method Source Target C10-C  C100-C

Source train 40.8 67.2

BN test 17.3 42.6 [1] TENT

« Malicious samples can be injected into test batch by an adversary.
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- Test-statistics can be manipulated by malicious samples.
= This results in misprediction on other samples in test batches.

Data Poisoning Attacks in TTA [2]

« An adversary can craft malicious samples by solving following
optimization problems using a projected gradient descent.

Targeted attack aims to manipulate a prediction of a targeted

samples in test batch. Bt . — arg max —£CE(f($farget;

S 0(B")), Yge)
Indiscriminate attack aims to degrade the performance of benign
samples in test batch. -
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Method: Median Batch Normalization (MedBN)

« To overcome vulnerability of test statistics calculated by mean, we
propose Median Batch Normalization (MedBN).
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Theoretical Analysis: Mean vs. Median

« We have a batch B = B,,,1 U Byen (Malicious + benign samples)

(i) The mean can be arbitrarily manipulated by a single malicious
sample,

sup |[mean(Bpa U Bpen) — mean(Bye, )| = 00

Bmal

(ii) The median is robust against malicious samples (unless they are
not the majority),

sup | med(Bpa U Bpen) — med(Bpen)| < 00, and  sup |med(Bmar U Boen) — mean(Bpen)| < 00
Bmal
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Experimental Analysis

« To investigate to robustness of MedBN, we plot the t-SNE of features
for each block before going through BN layers.
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T-SNE visualization of representative BN layers in each block.
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T-SNE visualization of representative MedBN layers in each block.

- In BN layers, malicious samples are distant from the benign samples.
- However, in MedBN layers, the impact of malicious samples is

significantly mitigated.

Experimental Results

ne state-of-the art TTA methods are susceptible to data poisoning attacks despite extensive efforts to enhance the robustness of TTA.
owever, MedBN significantly counteracts the effect of malicious samples and it achieves minimal performance degradation without attacks.
ne integration of MedBN into existing TTA methods can be done seamlessly, demonstrating the general applicability of MedBN.

e T
e H
e T
Method m=20
Dataset | B/m | Normalization " n\"™"TENT ETA  SAR SoTTA SEMA mDIA | TeBN (ER %)
CIFARI0.C | 200/40 | BaichNorm | 8391 7236 7507 7742 2147 1818 3391 14.92
(20%) | MedBN (Ours) | 19.16 18.36 18.00 18.04 7.82 867 8.76 15.19
CIFARI00.C | 200740 | BatchNorm | 9178 7929 7996 81.64 760 871 16,62 40.08
(20%) | MedBN (Ours) | 2.80 418 3.02 302 258 160  2.00 40.77
fooNew | 200720 | BaichNorm | 97.78 9147 9449 6453 1529 11.02 32.18 66.62
5 (10%) | MedBN (Ours) | 036 044 044 044 080 027  1.07 69.55
Table 1. Attack Success Rate (%) of the targeted attack

Method m =10

Dataset B/m | Normalization \"p o™ TENT ETA SAR SoTTA sEMA mDIA | TeBN (ER %)
CIFARI0.C | 200740 | BatchNorm | 3102 28.13 2742 2756 2040 2165 2796 14.92
(20%) | MedBN (Ours) | 22.34 2030 19.81 19.60 1649 1777 19.06 15.19
CIFARIG0.C | 200740 | BatchNorm | 59.80 5510 5445 5640 4833 4689 5543 40.08
(20%) | MedBN (Ours) | 48.55 46.96 46.59 48.00 4538 4335 47.84 40.77
LoNew | 200/20 | BachNorm | 8146 7282 7415 7774 6605 7321 77.28 66.62
g (10%) | MedBN (Ours) | 69.74 68.01 68.47 69.54 6422 7022 69.24 69.55

[1] Wang, Dequan, et al. Tent: Fully test-time adaptation by entropy minimization, ICRL 2021. [2] Wu, Tong, et al. Uncovering adversarial risks of test-time adaptation. ICML 2023.

Table 2. Error Rate (%) of the indiscriminate attack



